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Abstract— Now a day due to vast usage of internet for exchanging data has frequently increased the availability of digital data such
as audio, images and videos to the public. Techniques are being developed to ensure and facilitate data authentication, security and
copyright protection of digital media. There are so many different methods like Cryptography, Steganography, Digital watermarking,
Digital Fingerprinting that are available to protect confidential multimedia data from unauthorized access. In this paper, we introduce
the survey of various techniques that are available for multimedia content distribution.
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INTRODUCTION

The recent growth of networked multimedia systems has increased the need for the protection of digital media. This is particularly
important for the protection and enforcement of intellectual property rights. Techniques are needed to prevent the copying, forgery and
unauthorized distribution of multimedia content. Without such methods, placing data on a public network puts them at risk of theft and
alteration. Thus, security is an important issue in communication. In order to achieve it, many image encryption methods have been
proposed like Cryptography which scrambles messages so they cannot be understood. Steganography on the other hand, hide the
message so there is no knowledge of the existence of the message in the first place. Watermarking ads information, embedded it
within a multimedia content. Fingerprinting technology used for copyright protection of digital media. Fingerprinting has attracted the
attention of Researchers during the early to mid. One of the primary motivations for applying Fingerprinting is to avoid video piracy
by improving copy-right protection of multimedia data.

This Survey report has reviewed different method for Cryptography, Steganography, Watermarking, Fingerprinting..

I. REVIEW OF CRYPTOGRAPHY TECHNIQUES

Cryptography technique is used when secret message are transferred from one party to another over a communication line. There are
two main types of cryptography

e  Secret key cryptography
e Public key cryptography

Secret key cryptography is also known as symmetric key cryptography. With this type of cryptography, both the sender and the
receiver know the same secret code called the key. Messages are encrypted by the sender using the key and decrypted by the receiver
using the same key. Cryptography technique needs some algorithm for encryption of data. There are so many algorithms available to
protect image from unauthorized access.

In Advanced Encryption Standard (AES) method, key stream generator is added in image as encryption technique to ensure improving
the encryption performance. [1]

Block-based transformation algorithm based on the combination of image transformation and a well known encryption and decryption
algorithm called Blowfish. The original image was divided into blocks, which were rearranged into a transformed image using a
transformation algorithm, and then the transformed image was encrypted using the Blowfish algorithm. Their results showed that the
correlation between image elements was significantly decreased. Their results also show that increasing the number of blocks by using
smaller block sizes resulted in a lower correlation and higher entropy. [2]

In image encryption technique using the Hill cipher, self-invertible key matrix is generated for Hill Cipher algorithm. Using this key
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matrix they encrypted gray scale as well as color images. Their algorithm works well for all types of gray scale as well as color images
except for the images with background of same gray level or same color. [3]

A new permutation technique based on the combination of image permutation and a well known encryption algorithm called RijnDael.
The original image was divided into 4 pixels x 4 pixels blocks, which were rearranged into a permuted image using a permutation
process, and then the generated image was encrypted using the RijnDael algorithm. Their results showed that the correlation between
image elements was significantly decreased by using the combination technique and higher entropy was achieved. [4]

An advanced Hill (AdvHill) cipher algorithm uses an involuntary key matrix for encryption. It is observed that original Hill Cipher
can’t encrypt the images properly if the image consists of large area covered with same color or gray level. Thus in that case advanced
Hill (AdvHill) cipher algorithm is superior for any images with different gray scale as well as color images. [5]

In algorithm based on Chaotic encryption and DES encryption method, uses logistic chaos sequencer to make the pseudo-random
sequence and after that they used DES method for further encryption. These method have high security and the encryption speed. [6]

A Novel Image Encryption Algorithm Based on SHA-512 hash function consists of two sections: The first does preprocessing
operation shuffle one half of image. The second uses function to generate a random number mask. The mask is then XOR with the
other part of the image which is going to be encrypted. [7]

A modification to the Advanced Encryption Standard (MAES) to reflect a high level security and better image encryption.This
algorithm is superior than original AES encryption algorithm. [8]

Algorithm based on random pixel permutation with the motivation to maintain the quality of the image. The technique involves three
different phases in the encryption process. The first phase is the image encryption. The second phase is the key generation phase. The
third phase is the identification process. This provides confidentiality to color image with less computations Permutation process is
much quick and effective. The key generation process is unique and is a different process. [9]

11.REVIEW OF STEGANOGRAPHY TECHNIQUES

Steganography is another technique for multimedia content distributions by hiding data in cover media so that others will not be able
to notice it. In the current situation digital images are the most popular carrier/cover files that can be used to transmit secret
information. There are many types of steganography methods. In this paper, we are going to take a short look at different
steganography methods.

A) Substitution Methods (Spatial-Domain)

Substitution methods substitute redundant parts of a cover with a secret message (spatial domain).3D geometric algorithm re-
triangulates a part of a triangular mesh and embedded the secret information into newly added position of triangular meshes. This
algorithm also resists against uniform affine transformations such as cropping, rotation and scaling. The stego key is generated from
the message to be embedded. The vertices of the triangle are used for embedding. [10]

In this novel and secured algorithm , data is embedded into the red plane of the an image and the pixel is selected using a random
number generator. It is almost impossible to notice the changes in the image. A stego key is used to seed the PRNG (Pseudo Random
Number Generator) to select pixel locations. [11]

Algorithm which works on color images (JPEG). The edges are chosen for data hiding to improve robustness. The regions located at
the sharper edges present more complicated statistical features and are highly dependent on the image contents. It is also more difficult
to observe changes at the sharper edges than in smooth regions. In the embedding procedure, the RGB components are separated, and
based on a shared key, one/more components are selected. The cover image is divided into non-overlapping blocks. Each block is
rotated by a random degree determined by a secret key. The resulting image is rearranged as a row vector V by raster scanning. The
secret message is encrypted and by using LSBMR, 2 secret bits can be embedded into each embedding unit. The message is embedded
after calculating the capacity estimation using a threshold. [12]

The Pixel Value Differencing (PVD) method segments the cover image into no overlapping blocks containing two connecting pixels
and modifies the pixel difference in each block (pair) for data embedding. While embedding secret data, each pixel is split into two
equal parts. The number of 1°s in the most significant part is counted and the secret message is embedded in the least part according to
the number of corresponding bits. [13]

In histogram-based reversible data hiding approach, two interleaving predictive stages are used. Most pixels are predicted by their two
neighborhood pixels and four neighboring pixels in the column-based and chess-board based approach. The difference value of each
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pixel between the original image and the stego-image remains within = 1. In interleaving predictions, pixels in odd columns will be
predicted by pixels in even columns or vice versa. In the embedding process predictive error values of odd columns are used to
generate a histogram to embed secret data. The predictive error values are converted to get the stego-image. [14]

B) Transform Domain Methods

Transform domain techniques embed secret information in a transform space of the signal (frequency domain) .Integer Wavelet
Transform (IWT) is used to hide secret images in the color cover image. The PSNR values and image quality are compared when
embedding is done in the RGB and YC,C, domains. [15]

In Enhanced JPEG steganography and symmetric key cryptographic algorithm, The JPEG cover image is broken into 8 x 8 blocks of
pixel. DCT is applied to each block and quantization is done and data is encrypted using a new encryption method which uses CRC
checking. [16]

C) Statistical Methods

Statistical methods encode information by changing several statistical properties of a cover and use hypothesis testing in the extraction
process.

Syndrome-Trellis Codes (STC) algorithm is used to improve the security of the system. STC divides the samples into different bins
(binning) which is a common tool used for solving many information-theoretic and also data-hiding problems. [17]

A reversible embedding algorithm, based on Vector Quantization technique, is a compression technique which uses side matching and
relocation method for encoding and decoding procedures .This method is used when a tiny distortion of the original content is not
applicable in some sensitive applications such as military, medical / fine art data [18].

1. REVIEW OF DIGITAL WATERMARKING TECHNIQUES

Digital Watermarking is another technique for multimedia content distribution by embedding data called watermark or signature or
label or tag into a multimedia file (image or audio or video) so that the watermark can be extracted for ownership verification or
authentication. This technology is becoming important due to the popularity of usages of images on web. The digital watermarks can
be divided into three different types as follows:

e Visible watermark.

e Invisible watermark.

In Visible watermarking watermark appears visible to a casual viewer on a careful inspection. The invisible watermark is embedded in
such a way that alternations made to the pixel value are perceptually not noticed and it can be recovered only with appropriate
decoding mechanism. Watermarking is the method to hide the secret information into the digital media using some strong and
appropriate algorithm. In this paper, we have survey different invisible watermarking algorithm. Those algorithms come into two
domains, Spatial and Frequency domain.

A) Spatial Domain :
Spatial domain digital watermarking algorithms directly load the raw data into the original image. Techniques are based on direct
manipulation of pixels in an image. Some of its main algorithms are as discussed below:

e Additive Watermarking :

The most straightforward method for embedding the watermark in spatial domain is to add pseudo random noise pattern to the
intensity of image pixels. The noise signal is usually integers like (-1, 0, 1) or sometimes floating point numbers. To ensure that the
watermark can be detected, the noise is generated by a key, such that the correlation between the numbers of different keys will be
very low. [31]

e Least Significant Bit :

Old popular technique embeds the watermark in the LSB of pixels. This method is easy to implement and does not generate serious
distortion to the image; however, it is not very robust against attacks. The embedding of the watermark is performed choosing a subset
of image pixels and substituting the least significant bit of each of the chosen pixels with watermark bits. The watermark may be
spread throughout the image or may be in the select locations of the image. But these primitive techniques are vulnerable to attacks
and the watermark can be easily destroyed. Such an approach is very sensitive to noise and common signal processing and cannot be
used in practical applications.

e SSM Modulation Based Technique :
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Spread-spectrum techniques are methods in which energy generated at one or more discrete frequencies is deliberately spread or
distributed in time. SSM based watermarking algorithms embed information by linearly combining the host image with a small pseudo
noise signal that is modulated by the embedded watermark.

e Texture Mapping Coding Technique :

This method is useful in only those images which have some texture part in it. This method hides the watermark in the texture part of
the image. This algorithm is only suitable for those areas with large humber of arbitrary texture images (disadvantage) [19], and
cannot be done automatically. This method hides data within the continuous random texture patterns of a picture.

e Patchwork Algorithm :

Patchwork is a data hiding technique based on a pseudorandom, statistical model. Patchwork imperceptibly inserts a watermark with a
particular statistic using a Gaussian distribution.

e Correlation-Based Technique :
In this technique, a pseudorandom noise (PN) pattern says W(X, y) is added to cover image I(X, Y).
Iw(x,y) = I(x, y) + K*W(X,y) e 1)

Where K represent the gain factor, Iw represent watermarked image ant position x, y and | represent cover image. Here, if we increase
the gain factor then although it increases the robustness of watermark but the quality of the watermarked image will decrease.

B) Frequency Domain

Compared to spatial-domain methods, frequency domain methods are more widely applied. The aim is to embed the watermarks in the
spectral coefficients of the image. The most commonly used transforms are the Discrete Cosine Transform (DCT), Discrete Fourier
Transform (DFT), Discrete Wavelet Transform (DWT), the reason for watermarking in the frequency domain is that the
characteristics of the human visual system (HVS) are better captured by the spectral coefficients [20]. Some of its main algorithms are
discussed below:

e Discrete Cosine Transforms (DCT) :

DCT based watermarking algorithms are robust against simple image processing operations like low pass filtering, brightness and
contrast adjustment, blurring etc. However, they are difficult to implement and are computationally more expensive. At the same time
they are weak against geometric attacks like rotation, scaling, cropping etc. DCT domain watermarking can be classified into Global
DCT watermarking and Block based DCT watermarking.

e Discrete Fourier Transform :

This is a multi-bit Fingerprinting technique. The DFT method select the good area where watermark information is embed and give
more perceptibility and robustness.

e Discrete Wavelet Transforms (DWT) :

Wavelet Transform is a modern technique frequently used in digital image processing. The transforms are based on small waves called
wavelet of varying frequency and limited duration. The wavelet transform decomposes the image into three spatial directions i.e.
horizontal, vertical and diagonal. Hence wavelets reflect the anisotropic properties of HVS more precisely. Magnitude of DWT
coefficients is larger in the lowest bands (LL) at each level of decomposition than for other bands (HH, LH, and HL).The Discrete
Wavelet Transform (DWT) is currently used in a wide variety of signal processing applications, such as in audio and video
compression, removal of noise in audio and the simulation of wireless antenna distribution. Wavelets have their energy concentrated
in time and are well suited for the analysis of transient, time varying signals. Since most of the real life signals encountered are
time varying in nature, the Wavelet Transform suits many applications very well [21]. One of the main challenges of the
watermarking problem is to achieve a better tradeoff between robustness and perceptivity. Robustness can be achieved by increasing
the strength of the embedded watermark, but the visible distortion would be increased as well. However, DWT is much preferred
because it provides both a simultaneous spatial localization and a frequency spread of the watermark within the host image [22]. The
basic idea of discrete wavelet transform in image process is to multi-differentiated decompose the image into sub-image of different
spatial domain and independent frequencies [23].

e Singular Value Decomposition (SVD) :
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Singular Value Decomposition (SVD) is mathematical technique for diagonal matrices in that the transformed domain consists of
basis states that are optimal. The singular value decomposition (SVD) is a method of representing a image in a matrix for with many
application in image processing. The singular value decomposition of a complex matrix X is given by

X=USV* 2)

Where U is an m x m real or complex unitary matrix, D is an m x n rectangular diagonal matrix with nonnegative real numbers on the
diagonal, and V* is an n x n real or complex unitary matrix. The diagonal entries of S are called the singular values of A and are
assumed to be arranged in decreasing order the columns of the U matrix are called the left singular vectors while the columns of the V
matrix are called the right singular vectors of A. Singular value of the matrix shows the luminance of an video frame layer while the
corresponding pair of singular vectors specifies the geometry of the video frame layer. In the SVD-based Fingerprinting , an video
frame is treated as a matrix, which further broke by SVD base method into the three matrices such as U, S and V. the small changes in
the elements of matrix S does not affect visual perception of the quality of the cover video frame, SVD based Fingerprinting
algorithms add the watermark information to the singular values of the diagonal matrix S in such a way to meet the imperceptibility
and robustness requirements of effective digital image Fingerprinting algorithms.

In SVD based Fingerprinting proposed two effective, robust and imperceptible Fingerprinting algorithms. The two algorithms
are based on the algebraic transform of Singular Value Decomposition (SVD). In the first algorithm, watermark bit information are
embedded in the SVD-transformed in a diagonal-wise fashion and in the second algorithm bits are embedded in a blocks-wise fashion.
The concert of the two proposed algorithms evaluated on the verge of imperceptibility, robustness and data payload. Both algorithms
showed similar but high level of imperceptibility, however their performance varied with respect to robustness and payload. The
diagonal-wise based algorithm achieved better robustness results, while the block-wise algorithm gave higher data payload rate. Each
algorithm embeds the watermark in the transform-domain YCbCr space thus spreading the watermark in multimedia data. The first
algorithm suggests hiding watermark information in a diagonal wise manner in one of three SVD matrices: U, S and V. On the other
hand, the second algorithm hides the watermark information in a block-wise manner in either the U or V matrices [30].

IV. REVIEW OF DIGITAL FINGERPRINTING TECHNIQUES

Many digital Fingerprinting schemes have been survey in this paper. We propose new fingerprinting technique which is secure, robust
and have negligible impact on quality of multimedia data. A classification of the existing video Fingerprinting techniques is divided in
two main categories.

e  Fingerprinting in Spatial Domain
e  Fingerprinting in Frequency Domain

A) Fingerprinting in Spatial Domain

The following characteristics of spatial domain methods are as follows
The watermark is applied to the pixel or coordinate domain.

No transforms are applied to the host signal during watermark embedding.

Combination with the host signal is based on simple operations, in the pixel domain.
The watermark can be detected by correlating the expected pattern with the received signal

B) Fingerprinting in Frequency Domain

The Frequency domain base method are Discrete cosine Transform (DCT), Discrete Fourier Transform(DFT), Singular value
decomposition (SVD), Principal Component Analysis(PCA) and Discrete wavelet transform(DWT) which used as the methods of data
transformation. The frequency domain methods are comparatively more robust than the spatial domain fingerprinting schemes.

Spatial domain methods are based on direct modification of the values of the image pixels so the watermark has to be embedded in
this way. Such methods are simple and computationally efficient [24].

Frequency domain methods are based on the using of some invertible transformations like discrete cosine transform (DCT), discrete
Fourier transform (DFT), discrete wavelet transform (DWT) etc. to the host image [25] [26]. Embedding of a watermark is made by
modifications of the transform coefficients accordingly to the watermark or its spectrum. Finally, the inverse transform is applied to
obtain the marked image. This approach distributes the watermark irregularly over the image pixels after the inverse transform, thus
making detection or manipulation of the watermark more difficult. The watermark signal is usually applied to the middle frequencies
of the image [27], keeping visually the most important parts of the image (low frequencies) and avoiding the parts (presented by high
frequencies), which are easily destructible by compression or scaling operations. The techniques which are used for digital
fingerprinting are as follows.
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e Discrete Cosine Transform Features of DCT :

DCT is highly used method in image Fingerprinting. Using The Discrete cosine transform image get decompose into different
frequency bands. In this frequency band, watermark information is easily embedded into the middle frequency band. This is important
method for video processing. DCT gives accurate result in video Fingerprinting it is not robust method. [28]

Discrete Fourier Transform :

The frequency of the host signal is controlled by the discrete Fourier transformation. This is a multi-bit Fingerprinting technique for
video sequences. An N-bit message is embedded in one unit of video fragment, in which a scene is employed as a Fingerprinting unit.
In order to generate a watermark with optimum weighting factors, the perceptual properties for all the three-dimensional DFT
coefficients should be computed, but this strategy seems to be undesirable due to the high computational complexity. [29]

¢ Singular value decomposition (SVD) :

In algorithm based on singular value decomposition (SVD), the host image is originally presented as USV™* where the matrix S
contains the singular values and U, V are the singular vectors. The algorithm adds the watermark to the singular values S thus, the
modified singular value S is presented by USV™. Then the newly generated singular value S,, will replace the original S to generate
the watermarked image. The singular vectors U, and V,, are kept by the owner just for watermark detection. Since S, is
approximately equal to S, the visual quality of the image is preserved. To extract the watermark, the watermarked image will be
decomposed again using SVD. The corrupted singular values S and the singular vectors U,, V,, will recover the watermark. The
main issue of this method is that the attacker can also claim his/her watermark easily by providing another set of singular vectors such
as U,, V.. In other words, the recovered watermark depends more on the selected singular vectors. It proves that embedding a
watermark (or fingerprint) only on singular values is unreliable.

e Principal Component analysis :

In PCA method watermark is embed into the Eigen vectors. First, the PCA process decomposes the image into eigenvectors and Eigen
values. Then the image is projected onto each eigenvector and becomes a coefficient matrix. The watermark is embedded into the
coefficient matrix based on the selected components. Finally, the watermarked image is obtained by applying the inverse PCA
process. The robustness becomes the issue of this method. Because the eigenvectors are normalized and the numerical value of each
component of the eigenvector is very small and can be easily corrupted by distortion methods.

e Discrete Wavelet Transform :

Discrete wavelet transform (DWT) is a tool for continuously decomposing an image. DWT is the multi-resolution description of an
image. The DWT splits the signal into high and low frequency parts. The high frequency part contains information about the edge
components, while the low frequency part is split again into high and low frequency parts. As the human eyes are less sensitive to the
changes in the edges the high frequency components are used for Fingerprinting. There is various level of decomposition, after the
first level of decomposition; there are 4 sub- bands: LL1, LH1, HL1, and HH1. For each successive level of decomposition, the LL
sub band of the previous level is used as the input. To perform second level decomposition, the DWT is applied to LL1 band which
decomposes the LL1 band into the four sub bands LL2, LH2, HL2, and HH2. To perform third level decomposition, the DWT is
applied to LL2 band which decompose this band into the four sub-bands: LL3, LH3, HL3, HH3.if we increase the level of
decomposition for embedding the watermark then proposed video Fingerprinting scheme made much robust.

CONCLUSION

In this paper, we take an introductory look at techniques available for multimedia content distribution. We have categorized different
methodology implemented for multimedia content distribution like Steganography, Cryptography, Digital watermarking and Digital
fingerprinting. While studying the various techniques for Steganography, Cryptography, Digital watermarking , One can observe that
they have depicted shortcoming such as less encryption speed, decreased correlation between transmitted, reconstructed multimedia
data and high computational complexity. If one tries to increase the robustness it has moderate impact on the quality of image in case
of Digital watermarking. Techniques such as digital fingerprinting provide better security and have higher correlation between
transmitted and reconstructed image. Also in order to achieve more robustness, scalability, we can combine two fingerprinting
techniques Wavelet and PCA (Principal Component Analysis).
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