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Abstract: Cryptography is the art and science of study of designing or generating the secret message code or ciphers of the original
message for the secure communication between sender and the receiver. The main goals of cryptography are (1) Authentication, (2)
Privacy, (3) Integrity, (4) Non-repudiation and (5) Access Control This research paper present the symmetric key encryption technique
to encrypt the variable length text data and modified Huffman algorithm to compress and decompress the data, using fix length key
which is randomly generated by the system to encrypt the data.

Keyword: AES (Advanced Encryption standard), RSA, DES (Data Encryption Standard), TCP (Transmission Control Protocol),
RC4 (Rivest Cipher 4), IDEA (International Data-Encryption Algorithm), LZW (Lempel-Ziv-Welch)

INTRODUCTION

Cryptography is the art and science of study of designing or generating the secret message i.e. code or ciphers of the original message
for the secure communication between sender and the receiver. A cryptographic algorithm is a mathematical functions and unchanging
set of steps to perform encryption and decryption of the original data. The main objective of every cryptographic algorithm is to make
it as difficult as possible to decrypt the generated cipher text without using the key. If a really good cryptographic algorithm is used,
then there is no technique significantly better than methodically trying every possible combination of key.

PROPOSED WORK: There is a complete range of different data compression techniques available both online and offline
working such that it becomes really difficult to choose which technique serves the best. Here comes the necessity of choosing the right
method for text compression purposes and hence an algorithm that can reveal the best tool among the given ones. A data compression
algorithm is to be developed which consumes less time while provides more compression ratio as compared to existing techniques.
Proposed Algorithm

Step | : Input the text data to be compressed.

Step Il : Find the number of unique symbols in the input text data.

Step 111 : Assign the numeric code to the unique symbols found in the step II.

Step 1V : Starting from first symbol in the input find the binary code corresponding to that
symbols from assigned numerical codes and concatenate them to obtain binary
output.

Step V : Add number of 0’s in MSB of Binary output until it is divisible by 8.

Step VI : Generate the ASCII code for every 8 bits for the binary output obtained in step V
and concatenate them to create input for second phase.

[Step V1 is the result of dynamic bit Reduction Method in ASCII format]

Step VII : Give the output generated by Step VI to Huffman tree to further compress the data
and obtain the result in compressed binary output form.

Step VIII: Display the final result obtained in step VII.

[Output from step VIII is final compressed output]
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Flowchart for Decompression Process
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[ Concatenate the data symbols and obtain final output ]
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RESULTS:

Fig. 3 Encryption of Data Fig. 4 Decryption of Data

Table of results generated by proposed system:
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Input data (Plain Text) Symmetric Key Output Data (Cipher Text)
(generated by system)

Abcd Acbc Chee

Vcdhcdeasd Gdeg Yfdifgebvgab

Qwertyuioplkjhg Ffeh Txfrwzvirgmkmiha

Zxcvbnmlkjhgfdsagwer Bhgd [xi{dnsgmjnlhdyfswkw

zaqwsxcderfvtgbnhyujmkiol Gfeh }erwvzddhtgvwicnk{vjpmjoocba

Table 1 the table which shows the result of the input data

Above table shows the results obtained by our proposed algorithm. We use input data of various lengths with fixed length key to
generate the cipher text. The system is adequate to generate cipher text with this variable length input data.

Comparison between previous approach and our approach

Previous approach Our approach
(1) Key is of variable length. (1) Key is of fixed length.
(2) Key is generated manually. (2) Key is randomly generated by the system.
(3) Key is dependent on length of input data. (3) Key is not dependent on length of input data.
(4) Less memory is required.
(4) More memory is required. (5) No limit on data length.
(5) Not efficient for large data

Table 2: Comparison between previous approach and our approach.

CONCLUSION:

The purposed system is showing good results for encryption and compression. The purposed system uses ASCII values of text data to
encrypt the data. In the proposed system,It decrease the execution time. As the size of key is small, so that it occupies less memory
due to compression algorithm. The scope of the system can be further improved by using variable length key. System can be made to
encrypt the data on the basis of Unicode values. It also can be improved for to decrypt and compression the sentence form of data. so
that it can be accepted globally
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