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Abstract — In this paper an improved joint data-hiding and compression scheme for digital images is proposed. This technique use 

vector quantization and side match. In both techniques data hiding and image compression, can be performed in a single module. In 

this method VQ or side match is used for compression. Indicator bits are used for segmenting the image compressed codes into a 

series of sections. The receiver can achieve the mining of secret bits and image decompression productively according to the index 

values in the segmented sections. Experimental results reveal the efficiency of the proposed schemes. 
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INTRODUCTION 

 
 Nowadays people transmit and share digital contents conveniently due to the advancement in the information and internet 

technology. To ensure communication    efficiency   and     save network bandwidth in such scenarios, compression techniques can be    

implemented on digital content. In many applications digital images and videos are   converted into the compressed forms for 

transmission. Large numbers of privacy related issues are there in an open network environment regarding how to transmit secret or 

private data securely. Information hiding techniques contributes many exceptional solutions for this problem which embeds secret data 

into the cover image indiscernibly. 

 Researches conducted in the field of data hiding for digital images [2]-[5] where data hiding and image compression process 

are performed as two independent modules on the sender side. Under this condition, there may have many likelihood for an attacker to 

tear down or take advantage of the compressed image without the watermark information embedded. Performing data hiding and 

image compression independently may direct to lower efficiency in the applications.  

  The proposed work focuses on improving the high hiding capacity and compression ratio and integrates the data hiding and 

the image compression into a single module seamlessly. It evades the risk of the attack from interceptors and increases the 

implementation efficiency. The image compression in these schemes is based largely on the VQ and horizontal and vertical side 

match. Huffman encoding is performed among the resulting compressed code streams. 

 

 RELATED WORKS 

 Researches are being made in the field of data hiding and compression for digital images which conceal secret facts into the 

compression code of the image. VQ is one of the mainly accepted and extensively used compression techniques for digital images 

owing to its simplicity, i.e. simple encoding and decoding, and cost effectiveness in execution. The Euclidean distance is utilized as a 

measure to assess the match between each image block and the codewords in the VQ codebook during the vector quantization 

compression procedure. The index of the codeword with the minimum distance is used include a mention to symbolize the block. 

Thus, VQ encoding process consequences in a VQ index table. As an alternative of pixel values, index values are stored, therefore, the 

compression is achieved successfully. The VQ decompression method can be implemented easily and efficiently since each received 

index can be recovered by effortless table lookup procedure. 

 Numerous vector quantization based data hiding methods have been proposed to date. As an enhanced version of VQ, SMVQ 

has been introduced which create use of original VQ codebook and a sub-codebook to carry out compression of digital images. Lately, 

several researchers have studied on embedding secret information by SMVQ [3]-[5], [7]. In 2006 Chin-Chen Chang et.al planned a 
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reversible data hiding based on side match vector quantization [3]. During this effort each block in the SMVQ compressed cover 

image was represented by fitting codeword in the sub-codebook. 

 In the majority of these schemes data hiding and image compression are conducted as two separate modules which imply the 

two processes, image compression and the data hidings are two free modules on the sender side. This will direct to some security 

harms and make it effortless for an attacker to compromise the compressed image devoid of the watermark data embedded. Moreover 

performing these two functions separately leads to incompetence in applications. To explain this problem Chuan Qin et.al proposed 

joint data hiding and compression scheme based on SMVQ and image inpainting [1] which incorporate the two process, data hiding 

and image compression, into a single module impeccably. 

 In [1] all image block apart from for the non residual blocks (blocks in the leftmost and topmost of the image), each of the 

further residual blocks in raster-scanning order can be used for embedding secret data and compressed concurrently by SMVQ or 

image inpainting. The compression methods vary adaptively according to the recent embedding bit. To manage the visual 

misrepresentation and error diffusion caused by the progressive compression of several residual blocks, vector quantization was used. 

The receiver can attain the extraction of secret bits and image decompression productively after segmenting the image compressed 

codes into a sequence of sections by the indicator bits, according to the index values in the segmented sections. The trouble with this 

system is that, it was a threshold depended approach. i.e. the amount of SMVQ blocks and inpainting blocks increases with T. The 

secret bits are simply embedded in the SMVQ and inpainting blocks. Hence, the hiding capacity of the future scheme is equal to the 

total number of SMVQ and inpainting blocks. 

 

 PROPOSED METHOD 

 The improved data hiding and compression scheme can be primarily divided into two phases. First phase is the image 

compression and secret data embedding and the second phase is the image decompression and secret data extraction. 

 In image compression and secret data embedding phase or at sender side, the original uncompressed input image I, is divided 

into the non-overlapping n×n blocks. The blocks in the leftmost and topmost of the input image I called as non residual blocks. These 

non-residual blocks are encoded by standard VQ method and these VQ encoded blocks are not used to embed secret bits. When the 

encoding process is complete, each non-residual blocks is simply represented by the index of the codeword with smallest distance. 

A. Image Compression and Secret Data Encryption 

 Vector quantization (VQ) has widely been used for signal processing due to its excellent compression performance. Data 

hiding techniques in the VQ-compressed domain can relish advantages of both data hiding and compression for a multimedia 

distribution, achieving a secure channel and bandwidth/space saving for data transmission/storage. In this scheme, along with VQ, 

redundancy between current encoding block and neighboring block is utilized for better compression performance. This method is 

known as horizontal and vertical side match.  

 In this work, the sender performs image compression with the help of VQ code book containing codewords of length 

  .Denote the original uncompressed input image I of size M×N. The image I is divided into the non-overlapping blocks of size n×n. 

In this scheme, it is assumed that M and N can be divided by n with no remainder. Denote all k divided blocks in raster scanning order 

as       , where k= M×N/  , i= 1, 2. . . M/n, and j = 1, 2. . . N/n. The blocks in the leftmost and topmost of the image I called non-

residual blocks, i.e.,       (i = 1, 2,.....,M/n) and        ( j = 2, 3,......,N/n), are encoded by direct VQ method and these VQ encoded 

blocks are not used to embed secret bits. Euclidean distance used to measure the similarity between a block, X= (  ,    ............,  ) 

and a codeword,    (   ,    ,..........,   ) is defined as Eq (1), where    denotes the codeword in the codebook. 

        = √∑            
  

               (1) 

 At the end of the encoding process, each image block X is represented by the index of the codeword having smallest distance 

i.e. index of the neighboring codeword in the codebook. In the decoder process, with the same codebook as that used in the encoder, 

the original image is restored from the indices using a table-lookup operation.  
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 The residual blocks are encoded sequentially in raster scanning order i.e. from left to right and top to bottom. The encoding 

methods of these residual blocks are related to the whether current block has any similarity between its top or left block or not. Figure 

1 shows the compression and secret data embedding in the residual block. 

 

 

 

Figure.1. Flow Chart of the Compression and Secret Data Embedding in the Residual Block. 

 After the current block        is processed, the above same procedure is repeated for the remaining residual blocks until the 

last residual block is processed. Then, the compressed codes of all image blocks (residual and non-residual) are concatenated. For 

improving the compression performance the concatenated compressed code are again decoded with Huffman coding, which will 

further reduce the size of transmitting data thereby saving space for data transmission/storage.   

B. Image Decompression and Secret Data Extraction 

 The decompression and secret bit extraction of each residual block is performed at the receiver side. For that the received 

compressed codes are first decompressed using Huffman decoding. Huffman decoding is accomplished by a simple table look up 

operation. 

 Figure 2 shows the decompression and secret bit extraction for residual blocks. Then in order to recover the cover image and 

extracting secret bits, compression code stream, which is the result of Huffman decoding, are divided into a number of sections 

according to the indicator bits. 

 If the current indicator bit in the compressed codes is 0, this indicator bit and the following       bits are partitioned as a 

section and this section corresponds to a VQ compressed block with no embedded secret bit. The decimal value of the last       bits 

in this section is exactly the VQ index and the block is recovered with respect to this decimal value. Otherwise, if the current indicator 

bit is 1, this indicator bit and the following            bits are then segmented as a section, which means this section corresponds to 

horizontal or vertical side match. If the indicator bit is 1 then read next bit in this section. If next indicator bit is 1 then this block 

similar to its upper block and is replaced with the VQ index of up block index that can be used directly to recover the block. If next 

indicator bit is 0 then this block similar to its left block and is replaced with the VQ index of left block index that can be used directly 

to recover the block. In both this case remaining bits in the section represent secret bits. The original secret message can be extracted 

by performing decryption on the received secret bits by the security key. 
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Figure. 2. Flow Chart of the Decompression and Secret Data Extraction in the Residual Block 

 This method is repeated for each segmented section until all sections are processed. After all the segmented sections in the 

compressed codes complete the above described procedure, the embedded secret bits can be extracted correctly, and the decompressed 

image can be obtained successfully. The final decompressed image does not contain the embedded secret bits any longer. 

 

 EXPERIMENTAL RESULTS 

       The experiment was conducted on a set of gray-level images of size 512×512. Six standard test images, as shown in 

Figure 3, are used for evaluating the presentation of the proposed system. In addition to these six standard images, the uncompressed 

color image database (UCID) was also considered for evaluation  process. 

 

 The execution of the system is done using MATLAB R2010a programming environment. In the evaluation process, the input 

images are divided into non-overlapping 4×4 blocks. With respect to the size of image blocks, the length of codewords containing in 

the codebook was 16. The VQ codebook size T used for evaluation was 256, and secret bits for embedding were generated by RC4 

encryption algorithm. After dividing the images into non- overlapping blocks, the blocks in the topmost row and the leftmost column 
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were compressed by VQ. The VQ encoded blocks are not used for embedding secret bit. These blocks are used as a reference for 

encoding residual blocks. The secret bits are only embedded in the vertical or horizontal side match encoded blocks. Thus, the hiding 

capacity of the proposed scheme is equal to the sum of the numbers of vertical or horizontal side match encoded blocks. Figure 4 

shows the input image and output image after decompression by VQ and side match. Tables 1- 7 show the comparison results for six 

standard test images such as Lena, Airplane, Lake, Peppers, Sailboat, Tiffany and UCID data set. 

 

Figure.4.(a) Original Uncompressed Input Image, (b) Decompression Result 

 

 

PERFORMANCE EVALUATION 

 The performance of the proposed system is presented in terms of hiding capacity, compression ratio, PSNR and SSIM value. 

The hiding capacity of the proposed scheme was compared against the hiding capacity of Chuan Qin.et.al method [1]. In Chuan 
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Qin.et.al method [1] the secret data hiding was performed depending up on the threshold and distortion value. In this method the total 

hiding capacity is equal to the number of SMNQ and inpainted blocks. 

 Denote the length of the compressed codes for the image as L. The compression ratio CR [1] can be calculated according to 

eq. (2). Peak signal-to-noise ratio (PSNR) [1] was utilized to measure the visual quality of the decompressed images Id, see eq. (3). 

    
      

 
             

 

              

        

∑ ∑ [              ] 
 
   

 
   

       

 where M and N represent image size  I(x, y) and           represent the pixel values at (x, y) of the uncompressed image I 

and the decompressed image    respectively. For image quality assessment both PSNR value and the structural similarity (SSIM) 

value was used. 

 

CONCLUSION 

 This work proposes an improved integrated data-hiding and compression scheme using VQ and side match. The blocks, 

except for non residual blocks (those in the leftmost and topmost of the image), can be embedded with secret data. Here compression 

and data hiding is performed simultaneously and the compression method switches between VQ and side match according to 

redundancy among the neighbouring blocks. If the current encoding residual block is same as its upper block then vertical side match 

is used. If the current encoding block is same as its left block then horizontal side match is used. Secret data is scrambled by secret key 

to ensure the security. These encrypted secret data is placed on the vertical and horizontal side match blocks. To further improve the 

compression performance Huffman encoding is applied on the secret embedded compression codes of the image. The receiver can 

extract the original secret data and obtain the input cover image successfully after segmenting the Huffman decoded code stream into 

various sections during the decompression phase. 

 Since the proposed method utilizes the redundancy between the blocks it is capable of embedding two bits of secret data with 

each side match encoded blocks. Also the proposed system follows a threshold independent procedure for integrated data hiding and 

compression. The experimental results show that this scheme has the better performances for hiding capacity, compression ratio, and 

decompression quality. 
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