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Abstract— The main issue while setting up the WSN network for node communication is security. This report describes the 

efficient mechanism for achieving the security between communications of nodes by creating three tier security architecture. This 

system implements three tier architecture with the use of two polynomial pools having sensor nodes, mobile sinks and some access 

points that are also sensor nodes, to get better security. Two pools are mobile polynomial pool and static polynomial pool. Mobile 

sinks and access point carries keys from common mobile polynomial pool were as, access points and sensor nodes carries keys from 

common static polynomial pool. The main aspect of the three tier architecture Authentication is Communication gets established from 

mobile sink to access point then from access point to sensor node, that is achieved by pairwise key predistribution methods and 

authentication of the nodes with the use of polynomial keys and Pailier cryptosysem algorithm. Here, Mobile sink replication attack is 

implemented against the network. The malicious node, it is blocked. If it wants to communicate within the network then it needs to 

capture large no of keys from both the pools for authentication. But as the sufficient and valid keys are not available with it, it cannot 

communicate with the other nodes in the network. 

Keywords— Wireless Sensor Network, Pailier Cryptosystem Algorithm, Pairwise  Predistribution Key Scheme, Mobile Sink, 

Common Mobile Polynomial, Common Static Polynomial, Mobile replication attack. 

Introduction 

In electronic technology recent advanced have paved the way for the development of a new generation of wireless sensor networks 

(WSNs) consisting of a large number of low-power, low-cost sensor nodes that communicate wirelessly. Such sensor networks 

can be used in a wide range of applications, such as, military sensing and tracking, health monitoring, data acquisition in hazardous 

environments and habitat is monitoring [9]. The sensed data often need to be sent back to the base station for analysis. However, 

when the sensing field is too far from the base station, transmitting the data over long distances using multi hop may weaken the 

security strength (e.g., some intermediate may modify the data passing by, capturing sensor nodes, launching a wormhole attack, a 

Sybil attack, selective forwarding, sinkhole, and increasing the energy consumption at nodes near the base station, reducing the 

lifetime of the network. Therefore, mobile sinks (MSs) (or mobile soldiers, mobile sensor nodes) are essential components in the 

operation of many sensor network applications. The Proposed system {Security in WSN using polynomial pool based mechanism} 

―is the combination of two pools. This scheme uses two separate polynomial pools: the mobile polynomial pool and the static 

polynomial pool. Polynomials from the mobile polynomial pool are  used to establish the  authentication between mobile sinks and 

stationary access nodes, which will enable these mobile sinks to access the sensor network for data gathering. Thus, an attacker 

would need to compromise at least a single polynomial from the mobile pool to gain access to the network for the sensor’s data 

gathering. Polynomials from the static polynomial pool are used to ascertain the authentication and keys setup between the sensor 

nodes and stationary access node. 

 

Related Work 

 

An Wireless sensor networks are one of the first real world examples of pervasive computing, the notion that small, smart and 

cheap sensing and computing devices will eventually permeate the environment [2]. Wireless sensor network (WSN) consists of a 

large number of ultra small sensor nodes. Each sensor node is an autonomous battery operated device with data processing 

capabilities, integrated sensors, limited memory and a short range radio communication capability. In application scenarios sensor 

nodes are randomly deployed over a region and collect data. 

   Wireless Sensor Networks are deployed for a wide variety of applications like military tracking, monitoring of environment, smart 

environments, patient tracking, etc. [1]. Security is extremely important when sensor nodes are deployed in hostile environments 

because they may be exchanging valuable or critical information about the environment and an adversary can use this information 

to his advantage or inject malicious information into the network. Apart from physical capture a malicious user can easily tap into 
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the wireless communication and listen to the traffic, inject misleading data into the network or impersonate as a node of the network. 

To provide security, encrypted and authenticated communication is required. Active research is b e i n g  pursued for efficient setup of 

secure keys in wireless sensor networks. Setting up of keys for secure communication is a part of the Key Management problem. 

In general network environments there are three types of key agreement schemes: trusted server scheme, self enforced scheme 

and pre-distribution scheme. The trusted server scheme has a trusted server between two nodes to negotiate a shared key between 

the nodes. This scheme is not feasible in sensor networks because there is no central server in most WSN. Self enforcing scheme uses 

public key algorithms such as Diffie-Hellman key agreement or RSA. Pre-distribution scheme uses secret keys to establish pairwise 

keys after they are deployed. 

In the new security framework , a small fraction of the preselected sensor nodes (see Fig. 1), called the stationary access nodes, act as 

authentication access points to the network, to trigger the sensor nodes to transmit their aggregated data to mobile sinks. 

 

 

Fig 1: Three Tier Architecture of wireless sensor network. 

 

A mobile sink sends data request messages to the sensor nodes via a stationary access node. These data request messages from the 

mobile sink will initiate the stationary access node to trigger sensor nodes, which transmit their data to the requested mobile sink. 

The scheme uses two separate polynomial pools: the mobile polynomial pool and the static polynomial pool. Using two separate key 

pools and having few sensor nodes that carry keys from the mobile key pool will make it more difficult for the attacker to 

launch a mobile sink replication attack on the sensor network by capturing only a few arbitrary sensor nodes. Rather, the attacker 

would also have to capture sensor nodes that carry keys from the Mobile key pool. Keys from the mobile key pool are used mainly for 

mobile sink authentication, and thus, to gain access to the network for data gathering. Although the above security approach makes 

the network more resilient to mobile sink replication attacks compared to the single polynomial pool-based key predistribution 

scheme [3]. 

Pairwise key establishment is another important fundamental security service. It enables sensor nodes to communicate securely with 

each other using cryptographic techniques. 

The main problem is to establish a secure key shared between two communicating sensor nodes. However, due to the resource 

constraints on sensor nodes, it is not feasible for them to use traditional pairwise key establishment techniques such as public key 

cryptography and key distribution center (KDC). 

 Eschenauer and Gligor proposed a probabilistic key pre-distribution scheme recently for pairwise key establishment. The main idea 

is to let each sensor node randomly pick a set of keys from a key pool before the deployment so that any two sensor nodes have a 

certain probability to share at least one common key. Chan et al. further extended this idea and developed two key pre- 

distribution techniques: a q-composite key pre-distribution scheme and a random pairwise keys scheme. The q-composite key pre- 

distribution also uses a key pool but requires that two nodes compute a pairwise key from at least q predistributed keys that they 

share. The random pairwise keys scheme randomly picks pairs of sensor nodes and assigns each pair a unique random key. Both 
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schemes improve the security over the basic probabilistic key pre-distribution scheme.However, the pairwise key establishment 

problem is still not fully solved. 

 

For the basic probabilistic and the q-composite key pre-distribution schemes, as the number of compromised nodes increases, the 

fraction of affected pairwise keys increases quickly. As a result, a small number of compromised nodes may disclose a large fraction 

of pairwise keys and also achieves significant security under small scale attacks at the cost of greater vulnerability to large scale 

attacks. 

The problem of authentication and pair wise key establishment in sensor networks with MSs is still not solved in the face of mobile 

sink replication attacks. For the basic probabilistic and q-composite key pre distribution schemes, an attacker can easily obtain a large 

number of keys by capturing a small fraction of the network sensor nodes, making it possible for the attacker to take control of the 

entire network by deploying a replicated mobile sink, preloaded with some compromised keys to authenticate and then initiate data 

communication with any sensor node. 

There is a tradeoff to be made between security and vulnerability that has to be considered based on the sensor network size and 

application. 

 

The proposed scheme uses two separate polynomial pools: the mobile polynomial pool and the static polynomial pool [7]. 

Polynomials from the mobile polynomial pool are used to establish the authentication between mobile sinks and stationary access 

nodes, which will enable these mobile sinks to access the sensor network for data gathering. Thus, an attacker would need to 

compromise at least a single polynomial from the mobile pool to gain access to the network for the sensor’s data gathering. 

Polynomials from the static polynomial pool are used to ascertain the authentication and keys setup between the sensor nodes and 

stationary access nodes. Prior to deployment, each mobile sink randomly picks a subset of polynomials from the mobile polynomial 

pool. In this scheme, to improve the network resilience to mobile sink replication attack as compared to the single polynomial pool 

based approach; intend to minimize the probability of a mobile polynomial being compromised if Rc sensor nodes are captured. As an 

adversary can use the captured mobile polynomial to launch a mobile sink replication attack, achieve this by having a small fraction of 

randomly selected sensor nodes carry a polynomial from the mobile polynomial pool. These preselected sensor nodes are called the 

stationary access nodes. They act as authentication access points for the network and trigger sensor nodes to transmit their aggregated 

data to the mobile sinks. 

 

A mobile sink sends data request messages to the sensor nodes via a stationary access node. The mobile sink’s data request messages 

will initiate the stationary access node to trigger sensor nodes to transmit their aggregated data to the requested sink. Each stationary 

access node may share a mobile polynomial with a mobile sink. All sensor nodes, including the stationary access nodes, randomly 

select a subset of polynomials from the static polynomial pool. The advantage of using separate pools is that mobile sink 

authentication is independent of the key distribution scheme used to connect the sensor network. This scheme is divided into two 

stages: static and mobile polynomial predistribution and key discovery between a mobile sink and a sensor node [8]. 

 

Static and mobile polynomial predistribution: 

 

 

Stage 1 is performed before the nodes are deployed. A mobile polynomial pool |M| of size |M |and a static polynomial pool S of size 

|S| are generated along with the polynomial identifiers. All mobile sinks and stationary access nodes are randomly given Km and one 

polynomial (Km > 1) from M. The number of mobile polynomials in every mobile sink is more than the number of mobile 

polynomials in every stationary access node. This assures that a mobile node shares a common mobile polynomial with a stationary 

access node with high probability and reduces the number of compromised mobile polynomials when the stationary access nodes are 

captured. All sensor nodes and the preselected stationary access nodes randomly pick a subset of Ks and Ks -1 polynomials from S. 

Fig. 2 show the key discovery between the mobile node and stationary node. 
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                                 Fig. 2. Actual communication between nodes 

 

 

Key discovery between mobile node and stationary node: 

 

To establish a direct pairwise key between sensor node u and mobile sink v, a sensor node u needs to find a stationary access node a in 

its neighborhood, such that, node a can establish pairwise keys with both mobile sink v and sensor node u. In other words, a stationary 

access node needs to establish pairwise keys with both the mobile sink and the sensor node. It has to find a common mobile 

polynomial with the mobile sink and a common static polynomial with the sensor node. To discover a common mobile/static 

polynomial, a sensor node i may broadcast a list of polynomial IDs, or alternatively, an encryption list α, EKv(α), v = 1, . . . ,|Ksi|, 

where Kv is a potential pairwise key and the other node may have as suggested in [4] and [5]. 

When a direct secure path is established between nodes u and v, mobile sink v sends the pairwise key Kc to node a in a message 

encrypted and authenticated with the shared pairwise key Kv,a between v and a. If node a receives the above message and it shares a 

pairwise key with u, it sends the pairwise key Kc to node u in a message encrypted and authenticated with pairwise key Ka,u between 

a and u. 

 

If the direct key establishment fails, the mobile sink and the sensor node will have to establish a pairwise key with the help of other 

sensor nodes. To establish a pairwise key with mobile sink v, a sensor node u has to find a stationary access node a in its 

neighborhood such that node a can establish a pairwise key with both nodes u and v. if node establishes a pairwise key with only node 

v and not with u. As the probability is high that the access node a can discover a common mobile polynomial with node v, sensor node 

u needs to find an intermediate sensor node i along the path u-- i -- a --v, such that intermediate node i can establish a direct pair wise 

key with node a. 

 

The use of mobile sinks in WSN introduces a new security challenge. wireless sensor network with one mobile sink and a base station. 

Sensor nodes store the generated data in their buffers. The mobile sink traverses the network using random walk, periodically 

transmitting beacon signals. Sensor nodes that hear the mobile sink’s beacon transmission begin transferring their aggregated data to 

the mobile sink. Since the mobile sink’s beacon signal received by sensor nodes is not authenticated, an adversary can attack the 

network by placing a malicious mobile sink. 

 

 Problem Description 

 

1) Algorithm and Analysis 

                       

Paillier Cryptography Algorithm: 

The Paillier encryption scheme is composed of key generation, encryption, and decryption algorithms as follows [6]: 
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Key Generation: Choose two large prime numbers p and q randomly and independently of each other, such that     gcd(pq, (p-1)(q-1)) 

= 1 

This property is assured if both primes are of equal length. 

Compute 

        n = pq, λ = lcm (p-1) (q-1) 

where lcm stands for the least common multiple. 

Select random integer g where gϵZ*n2. 

Ensure n divides the order of g by checking the existence of the following modular multiplicative inverse: 

     

                                                                        µ = (L(g^λ (mod n
2
)))

-1
 mod n  

where function L is defined as,     

                                                L(u)= u-1/n 

Note that the notation a=b does not denote the modular multiplication of a times the modular multiplicative inverse of b, but rather the 

quotient of a divided by b.  

Finally, the public (encryption) key is (n,g) and the private (decryption) key is ( λ,µ ). 

If using p; q of equivalent length, a simpler variant of the above key generation steps would be to set 

                                              g  = n + 1,λ = φ(n), µ= φ(n)
 -1

 mod n 

                                                                             Where φ (n) = (p-1) (q-1). 

 

Encryption: Let m be a message to be encrypted where m ϵ Zn . 

Select random r where r ϵ Zn
*. 

  Compute cipher text as 

                             c =  g
m
.r 

n
 ( mod n

2
 ) 

  

Decryption: Let c be the ciphertext to decrypt,  where c ϵ Zn2
*.   

Compute the plaintext message as: 

                                      m = L (c^ λ ( mod n
2
 )) µ (mod n).  

As the original paper points out, decryption is ―essentially one exponentiation modulo n
2
‖. 

The Paillier encryption scheme exploits the fact that certain discrete logarithms can be computed easily. For the implementation 

purpose all the no.’s are used as BigInteger, so theres no limitations for no’s here. 

Paillier Example: An example of the Paillier encryption scheme with small parameters is shown as follows. For ease of calculations, 

the example will choose small primes, to create a small n. Let 

                                                                               p = 7; q = 11 

then 

                                    n = p.q = 7 .11 = 77 
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Next, an integer g must be selected from Zn2
*
 , such that the order of g is a multiple of n in Zn2 . If we randomly choose the integer 

                                                                               g = 5652 

Then all necessary properties, including the yet to be specified condition, are met, as the order of g is 2310 = 30.77 in Zn2 . Thus, the 

public key for the example will be 

                                                                               (n, g) = (77, 5652)  

  

To encrypt a message  

                      m = 42 

Where m ϵ Zn , choose a random 

                       r = 23 

Where r is a nonzero integer, rϵZn . Compute 

                                    c = g
m
 r 

n
 (mod n

2
) 

                                      = 5652
42

.23
77

(mod 5929)  

                                      = 4624 (mod 5929)
 

To decrypt the cipher text c, compute 

                                     λ = LCM (6, 10) = 30 

Define L (u) = (u-1)/n, compute 

            k = L ( g^ λ ( mod n
2 
)) 

                                                                                    = L (565230
 
(mod 5929)) 

                                                                                    = L (3928) 

                                                                                    = (3928-1) / 77  

                                                                                    = 3927 / 77 = 51 

Compute the inverse of k, 

 µ = k
-1

 (mod n) 

                                 = 51
-1

 = 74 (mod 77) 

Compute 

                                              m = L (c^λ mod n
2
).µ (mod n) 

               = L (462430
 
(mod 5929)).74 (mod 77)  

               = L (4852). 74 (mod 77) 

               = 42 
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Result and Discussion 

The Pailier Cryptosystem, with the pair wise key distribution scheme i.e. polynomial pool based key scheme used for the 

implementation of this project. For key generation means separately created mobile polynomial pool and static polynomial pool using 

above algorithm, so here main thing which the data transaction which done by encryption and decryption of the keys of mobile sink 

and sensor node, via the stationary access nodes, whenever any mobile sink needed the data, as it gets that request from particular base 

station, so mobile sink collects the data from sensor, but direct communication is not possible as this is three tier communication 

which is added for security purpose, so in this proposed scheme implementation contains mobile sink as a node which has factors as 

IP address of that sensor from which it needs the data, also it can save that file according to its specification, key fetching happens in 

this phase as key which is encrypted by sensor that should be decrypted by mobile sink using its keys, then only communication will 

be successful, also sensor contains all the data, so as it gets any request for the particular data, it select that data from its memory and 

start the fetching of the keys, i.e encryption of keys, then it forwards the data and wait for the particular stationary access node or 

mobile sink to catch the data, the mobile sink whose flag is on, and who has the ability to decrypt the encrypted data, he receives the 

data. 

 

Fig 3: Key generation in mobile sink polynomial pool and static polynomial pool 
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Fig 4: Sensor node fetching the key from static polynomial pool and ready to send the data to node 

 

 

Fig 5: Mobile sink whose flag is on, ready to receive the data, by fetching the key from pool.  
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The mobile sink in the implementation contains a particular access, so it can check whether there is any mobile replication attack is 

there or not, as anyone sends the data, and it checks, is this the attack or not, first of all checks whether key matches or not, if not then 

it’s not a valid node, and it will stop the particular transaction here. 

Also, the results are calculated on the basis of key generation, encryption, decryption timing, as compared to other cryptosystems, its 

timing is very much less, mostly  it’s in milliseconds. 

 

 

Fig 6: Computation time required for key generation, encryption & decryption. 

 

 

S.No Algorithm Pack Size (KB) Encryption Time(sec) Decryption Time (sec) 

 

1. 
              

153 

3.0   

    1.6     

    7.3     

               1.2 0.7 

 

 

2. 

 

    

 

          

118 

 

3.2 

 

    

    1.7     

    10.0     

               1.1 0.5 

 

 

3. 

 

    

 

 

    

 

4.0 

 

    

    2.0     

    8.2     

               1.5 0.9 

 

 

Table 1:  Difference in time taken in various systems for encryption and decryption. 
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Conclusion 

 

The Three-Tier security architecture overcomes the drawbacks of existing system and gives the better resilience against the attackers. 

As two separate pools are used for the purpose of authentication the attackers would not be able to capture the node information. 

Using two separate key pools and few stationary access nodes which carry polynomials from the mobile pool in the network, an 

attacker may fail to gather sensor data, 

 

Larger the pool size, lower the probability of two pairs of nodes sharing the same key. The number of keys to be assigned to each 

sensor does not depend on the size of the WSN which improve the network connectivity. 

 

Based on the two polynomial pool-based key predistribution scheme with the Pailier Cryptosystem algorithm substantially improved 

network resilience to mobile sink replication attacks as compared to the single polynomial pool-based key predistribution approach. 

Also it is not increasing the communication overhead. 

 

Analysis indicates that key generation, encryption and decryption time is very much less as compared to other cryptosystems, also 

system becomes resilient against denial of service attack or brute force attack, as adversary has to guess the original prime no. which 

used for pailier algorithm, which highly difficult because of there’s huge no. of prime no. available.  
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