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Abstract— An embedded system is designed for specific control functions within a larger system, often with real-time computing
constraints But when networking technology is combined with it, the scope of embedded systems would be further more. Here design
and implementation of embedded web server in LPC1769 is presented. That can be used as a control and data logging system in any
embedded systems. Here in this design, a FAT file system is implemented first, then that file system is used for saving and accessing
files to and from an SD card. By combining the web server and FAT file system operations the system can save processed data as
files, access and manage these files from LAN or internet through web browsers, monitor embedded system status and control
embedded system operations.
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INTRODUCTION

The arrival of internet reduced the whole world communication boundary to that of a single village. After the “everybody in internet
wave” now obliviously follows the “everything in the internet wave” .When the embedded device are provided with internet access, it
is of no doubt that demand will rise due to the remote accessing capability of the devices[2].

The paper includes complete implementation of an embedded HTTP Web Server and a FAT file system in a LPC1769, which are work
together for work as a control and data logging system.The Secure Digital (SD) Card is a non-volatile memory card format developed
by the SD Card Association for use in portable devices. It is based on flash memory technology and widely used in digital cameras,
cell phones, e-book readers, tablet computers, notebook computers, media players, GPS receivers, and video game consoles. Ever
since its adoption in the year 2000, the format has proven very popular and is considered the de-facto industry standard.

SECURE DIGITAL MEMORY CARD

The Secure Digital Memory Card (SDC below) is the de facto standard memory card for mobile equipments. The SDC was
developped as upper-compatible to Multi Media Card (MMC below). SDC compliant equipments can also use MMCs in most case.
There are also reduced size versions, such as RS-MMC, miniSD and microSD, with the same function. The MMC/SDC has a
microcontroller in it. The flash memory controls (block size conversion, error correction and wearleveling - known as FTL) are
completed inside of the memory card. The data is transferred between the memory card and the host controller as data blocks in unit of
512 bytes, so that it can be seen as a block device like a generic harddisk drive from view point of upper level layers[3].

+3.3V
N SSDDCSPX o
o 7
sowEi 1 W MMC | SPI T Vee '
7 DATO| DO 7.DAT | DO :
6| Vss2 6| Vss2 PD.16{SSEL) | Ccs \
5! CLK [SCLK 5|CLK |SCLK P0.15(SCK0)| SCLE
4 vee 4 vVee P0.17(MISO0)| DO SD card|
i;c— M; 73571071 3 'éﬁ;SSIDI PO.18(MOSIO) DI
| 2| \
1!CAT3| CS 1/RES | CS IVSS1,Vss2
9 |DAT2
. GND
SDC/MMC contact surface Connection diagram
COMMAND AND RESPONSE

In SPI mode, the data direction on the signal lines are fixed and the data is transferred in byte oriented serial communication. The
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command frame from host to card is a fixed length packet that shown below. The card is ready to receive a command frame when it
drives DO high. After a command frame is sent to the card, a response to the command (R1, R2, R3 or R7) is sent back from the card.
Because the data transfer is driven by serial clock generated by host controller, the host controller must continue to read data, send a
OxFF and get received byte, until a valid response is detected. The DI signal must be kept high during read transfer (send a OxFF and
get the received data). The response is sent back within command response time (NCR), 0 to 8 bytes for SDC, 1 to 8 bytes for MMC.
The CS signal must be driven high to low prior to send a command frame and held it low during the transaction (command, response
and data transfer if exist). The CRC feature is optional in SPI mode. CRC field in the command frame is not checked by the card.

Command Frame 'Hu:: ] R resp. J
SeLk JHHHMMHMMHMMHHMMHHMMHML[IHHJ]JHHJH
ol j1| Indes Aapument e \l\
B b [ | | WpE b |

D0 1ol Frags
SPI COMMAND SET
Each command is expressed in abbreviation like GO IDLE STATE or CMD<n>, <n> is the number of the command index and the

value can be 0 to 63. Following table describes only commands that to be usually used for generic read/write and card initialization.
For details on all commands, please refer to spec sheets from MMCA and SDCA.

Cormand Argesent |Response |Data Abbreviation Description
Index

oo tane(9) a1 Mo |GO_TOLE_STATE Software reset.

ool None(9) a1 Ro | SEND_0P_CCnD Initiste initislizstion process,

ACMDSI(*1)|*2 n Mo |APP_SEND_CP_COND For anly SOC, Initiate Initializaticn process.

Cos *3 a7 Mo |SEND_IF_COND For only SDC V2. Check woltage range.

o3 Hone (@) a Yes |SEND CSO Read CSD register.

oole None(9) R1 Yes |SEND_CID Read CID register.

o2 Nane{9) A1k Mo | STOP_TRANSMISSION Stop to read datas.

o6 Block n Mo |SET_BLOCKLEN Change R/ block sixe.
length[31:2)

o7 Address[31:0) |11 Yes |READ_SINGLE_SLOCK Read a block,

oma Address[31:0]|R2 Yes |READ MULTIFLE SLDCK Read multiple blocks.

Cro2s Novber of a Mo |SET_BLOCK_COUNT For anly M¥C, Define nusber of blocks to tramsfer
blocks[15:0] with next sulti-block read/write comwand,

ACMO23(*1) [Nurber of R1 No |SET_WR_SLOCK_ERASE COUNT |For anly SCC. Oefine nesber of blocks to pre-erase
blocks[22:0] with next sulti-block write comvand.

oo2e Mdress[31:0] R Yes |WRITE _BLOCK Nrite a block,

25 Address[31:0)[R1 Yes |[NRITE_MULTIPLE_BLOCK Nrite maltiple blocks.

CFDSS5(*1) |None{8) n o |APP_OD Leading command of ADMDn> cossand,

cross Hone (@) A3 Mo |READ_OCR Read OCR.

LA seans 3 cormand sequerse of CAOSS-OMD<m.

*2; Rev(0)[31), s{3e), Rew(e)(29:0)

*3: Rev(0)[32:22], Swply Volteged1)[11:8), Check Pattera{Rvan)(7:9)

SPI RESPONSE

There are some command response formats, R1, R2, R3 and R7, depends on the command index. A byte of response, R1, is returned
for most commands. The bit field of the R1 response is shown in right image, the value 0x00 means successful. When any error
occured, corresponding status bit in the response will be set. The R3/R7 response (R1 + trailing 32-bit data) is for only CMD58 and
CMDS8.Some commands take a time longer than NCR and it responds R1b. It is an R1 response followed by busy flag (DO is driven to
low as long as internal process is in progress). The host controller should wait for end of the process until DO goes high (a 0xFF is
received). R1 Responsze R3 Response

O TITTIT] [R1]  otR |
e i Ml Snane
| Erase Reset OCR @2bit
Same as K1

Migal Command
Cammand CRC Ermor
Erase S Ervan
Bddvess Errar
Parameter Enod

INITIALIZATION PROCEDURE FOR SPI MODE

After power on reset, MMC/SDC enters its native operating mode. To put it SPI mode, follwing procedure must be performed
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SDC/MMC initialization flow (SPI mode)

*1 CS = Dl = high
#2; CRO must be correct

el Force block san to 512 bytes m
000002000 | to work with FAT file system.
(_faLeo )

DATA PACKET AND DATA RESPONSE

In a transaction with data transfer, one or more data blocks will be sent/received after command response. The data block is transferred
as a data packet that consist of Token, Data Block and CRC. The format of the data packet is showin in right image and there are three
data tokens. Stop Tran token is to terminate a multiple block write transaction, it is used as single byte packet without data block and
CRC. Data Packet

[Data Token| Data Block | CrC |

1 byte 1- 2048 hytes Z hytes
Data Token Error Token
1[1[171]1[1[1]0] pata token for cuoirsr2e  [o[o[o] Flags |
AJA[171]1]1]0[o] Dota token for CHO25 ' ‘—E-cw:w
1[1]101[1]1]0]1] Step Tran token for CRD25 “Canl ECC failed

Out of range

Data Response e Card is locked
x| x[x! 0] Status {1]

0 1 0—— Data accepted
1 0 1 —— Dta rejected due to a CRC error
1 10— Data rejacted due to a write aror

FAT FILE SYSTEM

. FAT stands for File Allocation Table
. The disk is divided into clusters, the unit used by the file allocation, and the FAT describes which clusters are used by which
files.
. A FAT file system volume is composed of four basic regions,
1. Reserved Region
2. FAT Region
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3. Root Directory Region (doesn’t exist on FAT32 volumes)
4. File and Directory Data Region

'FS Information | More reserved | Fie File Alocation Roo! Direct VDa*.a Region (for files and
Contents Seclor (FAT32  setiors Allocation Table#2 ., 2 directories) ... (% end of
Sactor ¢ ; (FAT12FATiBonly) | ;
only) (optional) Table #1 | (conditional) partition or dis)
(number of root
Size in {number of FATS) * (sectors (rumber of clusters) * (seclors
(number of reserved sectors) entries'32) / (oyles
seclors per FAT) per cluster)
per sacior)

FATFS - GENERIC FAT FILE SYSTEM MODULE

FatFs is a generic FAT file system module for small embedded systems. The FatFs module is written in compliance with ANSI C
(C89) and completely separated from the disk I/O layer. Therefore it is independent of the platform. It can be incorporated into small
microcontrollers with limited resource[4].

Features:

Windows compatible FAT file system. Application
Platform independent. Easy to port.
Very small footprint for code and work area. FatFs module
Various configuration options:
Multiple volumes (physical drives and partitions). Low level disk 1O |[RTC
Multiple ANSI/OEM code pages including DBCS. (SD, ATA, USE. NANE
Long file name support in ANSI/OEM or Unicode.
RTOS support for multi-task operation.

Multiple sector size support upto 4KB.

Read-only, minimized API, I/O buffer and etc...

VVVVVVYVVYY

FATFS MODULE APPLICATION INTERFACE

FatFs module provides following functions to the applications. In other words, this list describes what FatFs can do to access the FAT
volumes.

f mount - Register/Unregister a work area User Low level disk 10 layer

f open - Open/Create a file Application Fads module {provided by implementer) Rass

f close - Close an open file #_open() disk_read() spi_ xchg() s

f read-Read file A en P SO

— ; Appllcaﬁou - ~mme.c : »: spi.c -
Croud-Reglle T e S S T |
f Iseek - Move read/write pointer, Expand file size \ / \ / MMC/SD
f truncate - Truncate file size o=

f sync - Flush cached data | | [_diskion_| [ eeeed

f forward - Forward file data to the stream / \ / i call

f stat - Check existance of a file or sub-directory = include

f opendir - Open a directory I ffcant.h I | integerh |

. . Dashed modules depend on each project.
f closedir - Close an open directory . okl

f readdir - Read a directory item

f mkdir - Create a sub-directory

f unlink - Remove a file or sub-directory
f chmod - Change attribute

f utime - Change timestamp

f rename - Rename/Move a file or sub-directory
f chdir - Change current directory

f chdrive - Change current drive

f getcwd - Retrieve the current directory
f getfree - Get free space on the volume
f getlabel - Get volume label

f setlabel - Set volume label

f mkfs - Create a file system on the drive
f fdisk - Divide a physical drive

f gets - Read a string

f putc - Write a character
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f puts - Write a string

f printf - Write a formatted string

f tell - Get current read/write pointer

f eof - Test for end-of-file on a file

f size - Get size of a file

f error - Test for an error on a file

VVYVYVYVYVYVY

EMBEDDED WEBSERVER

The implementation of embedded Internet technology is achieved by means of the embedded web server. It runs on embedded system
with limiting computing resources to serve web documents including static and dynamic information about embedded system to web
browser. We can connect any electronic device/equipment to web server and can obtain the real-time status information and control
remote equipments without time and space restriction through web page released by embedded web server. Embedded server is a
single chip implementation of the Ethernet networking standard. It consists of two primary elements communicating with each other:
i) a server consisting of an ARM processor with an Ethernet controller and ii) a client computer which is connected to controller
through this RJ45 interface. The client computer sends/receives data to/from the arm microcontroller using TCP packets. The client
has to enter IP address to access this server. This request is taken by the operating system of the client and given to the LAN controller
of the client system. The LAN controller sends the request to the router that processes and checks for the system connected to the
network with the particular IP address. If the IP address entered is correct and matches to that of the server, a request is sent to the
LAN controller of the server and a session is established and a TCP/IP connection is establishes and the server starts sending the web
pages to the client through which we can remotely monitor and control the sensors and SD card content.

In this paper embedded systems and Internet technology are combined to form a new technology - the Embedded Internet Technology,
which developed with the popularization of computer network technology in recent years. The heart of communication is TCP/IP
protocol. Network communication is performed by the IEEE 802.3 Ethernet standard. It is the most modern technology of embedded
systems. Since ARM processor has fast execution capability and Ethernet standard can provide internet access with reasonable speed,
this system is suitable for enhancing security in industrial conditions by remotely monitoring and controlling various industrial
appliances.

HTTP REQUEST METHODS Eemet Micracontrollar

Comraller -t >

Two commonly used methods for a request-response between a client and server are:
1. GET - Requests data from a specified resource I I
2. POST- Submits data to be processed to a specified resource

. 2 . . U485 intarfa Feowers:
post method is used in this work for sending http requests as follows e [Powsanipty |
10CCTRE 0> - I

Client
rC

Browser

@ Brewsar andedes input
=

name = Eugene and age = 21

Mama: Eugans

Ane: 2 Sands raquezt and input Senver

to sarvar —

A
"

E S

SAMVET

processes
request and

POST / HTTP/1.1 input and sends respense

Host-welcome,php

Content-Type: application/x-www-form-urlencoded

Content-Length: 23

POST METHOD

Name=atr&E-mail=a@g.com

PROPOSED SYSTEM
The objective of the project was to develop an embedded web server based control and data logging system using LPC1769

The main features are listed below:
» For saving processed data as files using FAT file system
» Access and manage these files from LAN or internet through web browsers
» Monitor embedded system status by monitoring sensor outputs
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» Control embedded system operations by commands from user through web browsers

The main highlights of proposed system are:
HTML web page based user interface Embedded s/m
User name and password authentication
Security levels like system log file, emergency shutdown etc.
Direct file opening and file downloading in browser

Files & folder list

Embedded s/m operations and modules control . TCP/iP Ethernet
Status monitoring through sensor data . 2 stack wad  'MAC

Control s/n

VVVYVYVVY

LPC 1769 |

Embedded web
server part

£

HITP server transformer
‘ A Client side
TCP/IP stack % AW ety RI 45
@
$ S
o
EMAL driver 2
’ £
MAL module ‘LC
» PHY chip (LANE720) @
é

For saving processed data as files, processed raw data is given to the FatFs and it will save the data as files in SD card.For access and
manage files in the SD card from LAN or internet through web browsers file system module and embedded web server act
together.For monitoring embedded system status, sensor output data is transferred through HTML web pages in real time.According to
the control commands from the user through the web browser appropriate control signals will generated by the system for controlling
the embedded system operations.
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CONCLUSION

An embedded system is designed for specific control functions within a larger system, often with real-time computing constraints But when
networking technology is combined with it, the scope of embedded systems would be further more. Here design and implementation of
embedded web server in LPC1769 is presented. That can be used as a control and data logging system in any embedded systems. Here in this
design, a FAT file system is implemented first, then that file system is used for saving and accessing files to and from an SD card. By
combining the web server and FAT file system operations the system can save processed data as files, access and manage these files from
LAN or internet through web browsers, monitor embedded system status and control embedded system operations.

Proposed systems future scopes are:
» Can be used with any embedded systems
»  Std. file system FAT is used

» Remote data monitoring
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» Remote system status check

» Remote system control

»  Small size

» Large storage area at cheap cost
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